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All Time Tracking System For recovering stolen devices even in power-off state

Mohd Aijaj Khan
Department of Electronics Engg
Madhav Institute of Tech. and Science
Gwalior, India
AijajKhan@jieee.org

Abstract— This concept is about tracking a
smartphone using a GPS independent of state whether
the smartphone is switched on or off. When the user
makes a request to track, the receiver receives the
request and then triggers the GPS to locate the device.
Further, the GPS obtains location data in the form of
geographical co-ordinates which is then processed by the
chip and transmit the latest co-ordinates to the user.
Since independent power supply is used, under any
circumstances our smartphone can be easily tracked by
the user.

Keywords—Global Positioning System (GPS), Assisted
Global positioning System (A-GPS), Complementary Metal-
Oxide Semiconductor (CMOS) battery, Communication chip,
Google Maps, Latitude and Longitude coordinates, Mobile
tracking.

[. INTRODUCTION

Smartphones are the present and future of this world.
One cannot imagine his life living without this humble
device. Today’s smartphones can do anything, from
processing very large payments to storing our every other
private information and doing our daily office activities from
even remote places [1]. Smartphones are becoming powerful
day by day due to integration of many sophisticated
technologies mainly high-end processors, Random Access
Memory (RAM) [2] etc.

Obviously, smartphones are not smart without internet. We
have already discussed many methods of tracking our lost
mobile phones if they are switched on [3]. But what if the
thief who has stolen your mobile switched-off your
smartphone and thrown all the Subscriber Identity Module
(SIM) cards.

Coming to solution for this problem, we hereby introduce
you our new idea, which is the concept of Special Embedded
SIM on an Integrated Circuit (IC) with Global Positioning
System (GPS) receiver and a Complementary Metal-Oxide
Semiconductor (CMOS) battery to power the GPS module
even when there is no battery in mobile. This system is
independent of the external battery or any other device in the
phone.

978-1-5386-1860-8/17/$31.00 ©2017 IEEE 262
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II. PROBLEM

Smartphones are now a very important part of life. But it
is inevitable for the smartphone to be lost. There are several
good and efficient methods for finding a lost smartphone
such as Device Manager by Google [4], antivirus
applications or anti-theft application that employs GPS to
track a device or captures a photograph of the thief and mail
it to the e-mail id provided by the user [5]. But these
methods have certain restrictions such as the device must be
powered on and it should have active internet connection or
a SIM card inserted to the smartphone. The problem is that if
the smartphone device is switched off or the thief has
removed the battery, how are we going to track the lost
device. Therefore, we are going to introduce our All-Time
Tracking System (ATTS) which will find solution to this
problem.

III. CONCEPT

This research is about the problem faced by the
user or the manufacturer locating a lost smartphone device
or similar devices under the circumstances such as our
device may be switched off (or the battery has been
removed) or in offline so that it is discontinued from all
network services or if the device has been reset, it becomes
harder to track it. To overcome this problem, we propose a
system that has separate and independent power supply
from the main supply to power the tracking system.
Therefore, even if the device has been disconnected or
powered off, we can still track the device using certain
unique id such that the IMEI [6] or the unique id feed inside
tracking system as a reference number to it.

Our concept is to build a separate tracking unit in
our smartphone which consists of a separate GPS module, a
separate independent power supply (in this case we
proposed the use of CMOS battery as it will give a long
term uninterrupted power supply with duration around 3 to
4 years) [7] and a separate IC to store and process the
location data. Our location data will be form of location co-
ordinates which consists of latitude and longitude
composition of the place which represent the exact location
of our device [8].
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The co-ordinates thus obtained can be used in Maps

Service Provider such as Google Maps in this formatpy

“Latitude, Longitude” to obtain the location of the
smartphone. For example, if we obtained latitude of
26.234379 and longitude of 78.207142, we can go to google
maps and just search “26.234379, 78.207142” and it will
show the desired location [9].

8'N+78°1225.7

e

@26.234215478.207¢

Ow" y Bhadoriya
Ka Tapra

€ | @ Secure | https//www.google.co.n/maps/place/26°1403

26.234379,78.207142 1

QIITS Hostel |

[

Dstiamv

26"1403.8°N78°1225.7'E
26234379, 78.207142

hno Chat Bhandar

0
9 oramn

ICICI Bank ATM

Reside
Gwalic

=)

SAVE NEARBY  SENDTOYOUR
PHONE

Q. Addamissing place O
! ‘ Raj Hotel 0 @ Asngan kg M
o Hotel prpe WAaNG

0 0 State Bank ATM
(Gola Ka mandir

Faj Wears () 0
Gwalior Law
College, Morar

D sheetal lounge

Chauhan Medical Hall

Uni
of In

Maa Kaila Devi Mandir

Fig. 1. Location of a geographical co-ordinate using Google Maps

IV. COMPONENTS USED

A. GPS Module- GPS module is basically a GPS navigation

device or simply GPS receiver that is capable of accurately
calculating geographical location through the information
received from GPS satellites. GPS stands for Global
Positioning System and it is global navigation satellite
system (GNSS) [10] originally developed for use by US
Military but later it was allowed to be used for civilian
purposes [11].

CMOS battery- It is Complementary Metal Oxide
Semiconductor transistor based battery with terminal
voltage of around 3V and it can last for a duration period of
around 3 to 4 years. The CMOS battery does not store data.
In computers, the CMOS battery ensures that the CMOS
chip, which stores data, has power. CMOS memory requires
power to retain data, so the battery is necessary when no
external power is supplied to the computer [12].

Communication chip- It is a chip used for communication
with the user. It is mainly a SIM like chip that will work
basically as a transmitter and a receiver and it requires
signal strength from nearest tower [13]. Together with the
GPS module, it will form the Assisted-GPS system which is
faster and more reliable than mere GPS.
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Pre-programmed IC- It is a pre-programmed chip that
includes a storage and is capable of processing co-ordinate
data by utilising the GPS or A-GPS, storing the same in the
storage and then transferring it to the transmitter. In case the
device is not getting GPS location, it can send the stored
data as it will be the most recent co-ordinate because the
storage chip is allowed to only store the recent geographical
co-ordinate [12].

V. RESEARCH CONTRIBUTIONS
Te cresponding GPSs i hould e isplayed
below.
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Fig.2 Testing of the Geographic Co-ordinates using GPS through
Engineering mode of Android System

GPS stands for Global Positioning System and it is a
network of satellites positioned at an altitude of 20000 km
from Earth’s surface. They are originally owned by United
States Government and initially used for military purposes
but later on it was made available for civilian purpose too.
There are also GPS system by Europeans called Galileo



Positioning System, China’s BeiDou Navigation Satellite
System and India’s NAVIC. GPS location tracking is
technique by which we determine a location of the GPS
receiver and the process used for tracking the GPS receiver
is known as Trilateration.

A. TRILATERATION

BN

Fig.3 Trilateration of Satellites to determine the precise geographical co-
ordinates.

Let’s take an example of a location where 3 or more
satellites are above in the sky. It is based on overlapping
spheres if you know your distance from each satellite A, B
and C then the satellite must form individual spheres with
radius the distance of receiver from the satellites and the
receiver must lie in it. Therefore, the point of intersection of
all the spheres is the position of the GPS receiver.

B. ASSISTED GPS

Assisted GPS is the technology that uses network services
in the cell phone to assist determining the the location. Its
advantages are that it helps tracking device, turn by turn
navigation is possible with this technology and location
based tracking etc.

C. OUR CONTRIBUTIONS

We identified a worst-case scenario of a stolen device being
switched off and so to challenge even that condition, we
came up with an idea of separate tracking system integrated
with any component of the device (most secured component
is preferred like the screen). We went through the existing
research papers about tracking a vehicle using mobile
phone, tracking a device using software etc. We used
Component Testing Tool in the Engineering mode of an
Android device to determine coordinates with the satellite
data. We used the coordinates of locations and used in maps
providers like Google Maps and got the exact location.
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VI. PROPOSED SYSTEM

This All-Time Tracking System is designed such
that its working components are embedded into the device
that must be tracked [14]. It consists of some basic parts
such that GPS receiver, 3V CMOS battery as independent
power supply and a pre-programmed chip by the
manufacturer that can enable receiving request to track the
device and sending the desired latitude and longitude co-
ordinates to the manufacturer or to the user. These
components are fabricated inside the most important and
secure places of the target device. For example, the ATTS
can be fabricated securely inside phone screen just like the
fingerprint sensor FS9100 developed by Synaptics™ [15].
The subsequent paragraph will focus on how ATTS tracks
smartphones for now.

We will be using CMOS battery for ATTS for the
reason that even if the smartphone has been switched off or
the battery is removed, our tracking system can still work.
The CMOS battery will be fabricated along with the IC and
GPS receiver to power it and use our tracking system. Since

A

a communication chip is integrated, it may
facilitate Assisted-GPS (A-GPS) which is faster and more
efficient [16].

POWER SUPPLY
L oo COORDINATEDATA
65 7=y PRE-PROGRAMMED TRANS“;ITTER
MODULE INTEGRATED CHIP
LOCATON OUTAUT ¢R£QUEST RECEIVER

rﬁ—“_‘ Ir\PU‘ﬂ U OuTpur

Fig. 4. Block diagram of the proposed ATTS system
| —

The IC that we will be using for tracking system consists
of a pre-programmed chip and communication chip
integrated by the service provider [17] that would enable the
device to receive request and accordingly transmit the co-
ordinate data through SMS or GPRS whatever suites to the
manufacturer. The service provider integrates a Embedded-
SIM communication chip that will be wused for
communication through the aforementioned methods. GPS
module will also be integrated in the chip which will form
the geolocation tracker.



VII. WORKING

If a smartphone is lost or stolen, the user may make a
request to manufacturer or can do this manually depends
upon the manufacturer’s service. The manufacturer’s ¢
customer care will send a request information to the lost
smartphone equipped with ATTS using a unique reference
number which could be the IMEI or another unique number
for the IC of ATTS.

The receiver of ATTS will receive the request from A .
the customer for tracking which will trigger the GPS
location service [18]. After obtaining the co-ordinates, it
will send to the IC where it will be processed and stored.
Most recent co-ordinates will be stored in the storage o
element [19]. '

Now IC will transmit the co-ordinates to the
manufacturer through the transmitter and hence the
manufacturer will get the co-ordinates of the smartphone.
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Fig. 5. Working of proposed ATTS system

VIII. ADVANTAGES

The smartphone can be easily tracked, even if it is switched-
off or it’s battery is removed.

Since the ATTS can be fabricated inside the screen, it
cannot be physically tampered and shut down without
causing loss to display.

Since, Assisted-GPS can be used, therefore, the location
tracing is faster, more efficient and reliable.

Even the user can track his smartphone on his own, if the
manufacturer permits it and provides a tracking website for
its users.

IX. DISADVANTAGES
If the phone is in indoors, there may be a delay in tracing
the smartphone [20].
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The error in accuracy of GPS location can vary from 10m-
100m depending the states of the motion of the smartphone
[21].

The phone will gain a considerable width and weight due to
integration of new IC.

X. FUTURE SCOPE

Since ATTS can be fabricated inside smartphone’s screen, it
will gain some width. In order to reduce width or to make
smartphone slimmer, we can remove the extra GPS (other
than ATTS) and make more use of the Fabricated GPS.

We can also integrate an alarm in ATTS to identify and
locate the smartphone in crowd.

We can also integrate front camera with ATTS so that
whenever thief switches the smartphone on, it will capture
and send to the user or manufacturer [5].

We can also introduce a lock option that lock our device
and encrypt all the data inside with a lock code provided by
the manufacturer or the user just like Device Manager from
Google does [4].

We can also use this system to find and locate another range
of stolen devices like laptops, vehicles etc.

XI. CONCLUSION

Through this paper, we have analyzed the concept
of how stolen smartphones can be easily tracked and
recovered using the proposed ATTS system. This system
would be widely useful and through some modifications, it
can also be integrated in Automobiles and various electronic
systems. Research is still going on this concept and we may
see further compact versions of ATTS that could be
installed in even small items so that nothing of our
equipment gets lost.

REFERENCES

1. Anne H. Ngu, Mario Gutierrez, Vangelis Metsis, Surya Nepal and
Quan Z. Sheng, “IoT Middleware: A Survey on Issues and
Enabling Technologies,” IEEE Internet of Things Journal,
Volume: 4, Issue: 1, Feb. 2017 Page(s): 1 — 20, Date of
Publication: 04 October 2016

2. Christina Bonnington, Date of Publication: 10 February 2015,
https://www.wired.com/2015/02/smartphone-only-computer/

3. Amol Dhumal, Amol Naikoji, Yutika Patwa, Manali Shilimkar,
Prof. M. K. Nighot , “Survey Paper on Vehicle Tracking System
using GPS and Android”, : International Journal of Advanced
Research in Computer Engineering & Technology (IJARCET),
Volume 3, Issue 11, November 2014. [Online] Available:
International Journal of Advanced Research in Computer
Engineering & Technology (IJARCET),
http://www.ijarcet.org/wp-content/uploads/IJARCET-VOL-3-
ISSUE-11-3762-3765.pdf

4. Radhika Kinage, Jyotshna Kumari, Purva Zalke, Meenal Kulkarni,
“Mobile Tracking Application”, International Journal of
Innovative Research in Science, Engineering and Technology



10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

(JIRSET), Vol. 2, Issue 3, March 2013. [Online] Available: ”,
International Journal of Innovative Research in Science,
Engineering and Technology (IJIRSET), https:/www.ijirset.com/
upload/march/15_Mobile%20Tracking.pdf

R.Vignesh Kumar, S.Venkatesh and G.Nagarajan, “Mobile Theft
Detection with Automatic Location Tracking By Android
Application”, International Journal of Advances in Engineering
(JAE), 2015, 1(3), 216 — 221. [Online] Available: International
Journal of Advances in Engineering (UAE),
http://www.ijae.in/past_marl5/paper29.pdf

Shreya K. Patil, Bhawana D. Sarode, Prof. P.D.Chowhan,
“Detection of Lost Mobile on Android Platform”, International
Journal of Advanced Research in Computer Engineering &
Technology (IJARCET), Volume 3 Issue 3, March 2014. [Online]
Available: International Journal of Advanced Research in
Computer Engineering & Technology (IJARCET),
http://ijarcet.org/wp-content/uploads/IJARCET-VOL-3-ISSUE-3-
1016-1018.pdf

J. Jex, “Flash memory BIOS for PC and notebook computers”,
Communications, Computers and Signal Processing, 1991., IEEE
Pacific Rim Conference, 9-10 May 1991. [Online] Available:
IEEE Xplore, http://ieecexplore.ieee.org/document/160834/

Wikipedia  Article on  Geographic coordinate system,
https://en.wikipedia.org/wiki/Geographic_coordinate system

Google Support on Coordinates searching in Google Maps,
https://support.google.com/maps/answer/18539?co=GENIE.Platfo
rm%3DDesktop&hl=en

Dr. G. Manoj Someswar, T. P. Surya Chandra Rao, Dhanunjaya
Rao. and Chigurukota, “Global Navigation Satellite Systems and
Their Applications,” International Journal of Software and Web
Sciences, ISSN 2279-0071, December-2012-February, 2013, pp.
17-23

Global Positioning System - Wikipedia,
https://en.wikipedia.org/wiki/Global Positioning_System

R.D. Issac, “The future of CMOS technology”, IBM Journal of
Research and Development, Volume: 44, Issue: 3, Pages 369 —
378, May 2000. [Online] Available: IEEE Xplore,
http://ieeexplore.ieee.org/document/5389130/

Russel ~ Ware, https://www.lifewire.com/what-are-sim-cards-
577532, Date March 22 2017

Shi Jun-yong, “Design and implementation of embedded GPS
system,” Computer Science and Automation Engineering (CSAE),
2012 IEEE International Conference, 25-27 May 2012.

Synaptics Inc, Synaptics Announces Industry-First Optical-based
Fingerprint Sensors for Smartphones,
http://www.synaptics.com/company/news/fs9100-optical-
fingerprint-sensor

Eddie C. L. Chan, George Baciu, “Differential GPS and Assisted
GPS”, Wiley-IEEE Press, Edition 1, Pages 157 — 184. [Online]
Auvailable: IEEE Xplore, http://ieeexplore.icee.org/xpl/
articleDetails.jsp?arnumber=6241179

Network service provider — Wikipedia, https://en.wikipedia.org
/wiki/Network service provider

“How does GPS work?”, Explore, physics.org, [Online]
Available:, www.physics.org/article-questions.asp?id=55

Data  Loggers, GPS  tracking unit —  Wikipedia,
https://en.wikipedia.org/wiki/GPS_tracking unit

Maxim Kovalev, “Indoor positioning of mobile devices by
combined Wi-Fi and GPS signals”, Indoor Positioning and Indoor
Navigation (IPIN), 2014 International Conference, 27-30 Oct.
2014. [Online] Available: IEEE Xplore,
http://ieeexplore.ieee.org/document/7275500/

K. Nakajima, T. Tanaka, “Study on accuracy improvement under
bad condition in GPS”, SICE 2004 Annual Conference, 4-6 Aug.

266

2004. [Online] Available:
http://ieeexplore.ieee.org/document/1491402/

IEEE

Xplore,



