INTERNSHIP REPORT
ON
“PORT SCANNING”

SUBMITTED TO:

MADHAYV INSTITUTE OF TECHNOLOGY AND
SCIENCE GWALIOR

(A Govt. aided Autonomous Institute under RGPV, BHOPAL (M.P.) Established in (1957))

IN PARTIAL FULFILLMENT FOR THE REQUIREMENT FOR THE AWARD OF THE DEGREE OF

"
S
Y
Y
v
-
v
.
>
»
-
»
»
)
»
»
»
»
>

SUBMITTED BY:
KHUSHBU JAIN (0901ET191031)

AR GUIDED BY:
TR e o, : DR.LAXMI SHRIVASTAVA
Bl ok Layppays W

i ASSOCIATE PROFESSOR

e 'f!ﬁ;._- =l

-

EPARTMENT OF ELECTRONICS ENGINEERING -
HAV V INSTITUTE OF TECHNOLOGY & SCIENCE
GWALIOR-474005 (M.P.)




MADHAYV INSTITUTE OF TECHNOLOGY AND SCIENCE
GWALIOR

(A Govt aided Autonomous Institute under RGPV, BHOPAL(M.P,) Established. in (1957))

EXXXEXN




MADHAYV INSTITUTE OF TECHNOLOGY AND SCIENCE
GWALIOR

(A Got. aided Autonomous Institute under RGPV, BHOPAL (M.P.) Established in (1957)

i

=2y wi e

DECLARATION

dd el eicleddl

We hereby declare that the work which has been carried out during the Internship in the
company Indian Institute of Technology, Indore in partial fulfillment for the award of the
degree of Bachelor of Technology in Electronics & Telecommunication Engineering from
Madhav Institute of Technology & Science, Gwalior is an authenticated record of our work
carried under the supervision /mentorship of Prof. Neminath Hubbali (Professor, IIT Indore) &
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ABSTRACT

Port Scanner is software designed to scan network hosts for open port. To monitor open ports we
need to use a port scanner and the most accurate port scanner would be an online port scan. Port
scanner and sniffer software are simple to use even if by a non-tech person. To check security of
networks and by hacker to compromise it this is often used by administrators,

The purpose of this task is to identify port status for different ports by performing scans on
various specified ports. '

In my project, I've performed scanning on different IP addresses and checked the port status of
those IP address and IP host.
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INTRODUCTION

Port scanning is an essential technique within the cyber-security field that is employed to identify
open ports on computer systems or networks without plagiarizing any existing sources. Ports act
as communication endpoints facilitating data exchange between devices. Through port scanning,
security professionals can evaluate the accessibility and potential vulnerabilities of targeted

systems. :

The primary objective of port scanning is to map network topology and ascertain the services or
applications operating on specific ports. Consequently, security practitioners can determine
whether ports are open, closed, or filtered, providing critical insights into potential entry points
for attackers. It empowers security professionals to identify misconfigured systems, outdated
software, or unauthorized services that could pose security risks. i




GVEEdeediiedddld

THREE WAY HAND-SHAKE:

The three-way handshake is an essential process for establishing a TCP connection between a
client and a server. In the context of port scanning, it plays a crucial role in determining the
status of a specific port by analyzing the responscs received during the handshake. The steps
involved in the three-way handshake during port scanning are as follows:

scanner sends a TCP SYN packet to the target

e SYN (Synchronize) - In this step, the port
d. The SYN flag is set in the packet,

IP address and the specific port being scanne
indicating the intention to establish a connection.

e SYN-ACK (Synchronize-Acknowiedgment) - If the port being scanned is open, the target
server responds with a SYN-ACK packet. This packet signifies that the server is willing
to establish a connection and acknowledges the SYN packet received from the port

scanner.
e SYN-ACK packet, the port scanner sends

nfirms the server's acknowledgment and
ssful TCP connection.

e ACK (Acknowledgment) - Upon receiving th
an ACK packet back to the server. This packet co
completes the three-way handshake, establishing a succe

STEP 3: ACK  «

sponses received during the three-way handshake provide insights into the status of the
 scanned:

f the port scanner receives a SYN-ACK packet in response to the initial SYN
tes that the port is open and ready to establish a connection.
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- Filtered Port: If the port scanner does not receive any response or encounters an ICMP
unreachable error message, such as "port unreachable” or "host unreachable," it suggests that the

port is filtered.

e eveeeeC el

PORT STATUS
TYPE

OPEN PORT CLOSED PORT

The open status ¥ ection a status of Closad
P Filter status means the conn e ven

means the port is will be hidden behind the rocket and At e ey
open and working. its status is unknown.




PORT SCANNING TECHNIQUE

Port scanning techniques encompass a range of methods used to scan and analyze ports on a
target system or network. These techniques empower security professionals to evaluate the
accessibility and potential vulnerabilities of networked devices. Here are several common port

scanning techniques:

1. TCP Connect Scan: This technique is a fundamental and widely utilized method for port
scanning. It involves establishing a complete TCP connection with each port under
examination. If a connection is successfully established, the port is considered open.
Conversely, if the connection is refused or times out, the port is deemed closed.

2. SYN Scan: Also referred to as a half-open scan, this technique entails sending SYN
packets to the target ports. If the port is open, the target server responds with a SYN-
ACK packet, acknowledging the SYN packet received from the port scanner. The scanner
then sends a RST packet to terminate the connection. This method is faster than the TCP
Connect Scan since it does not complete the full handshake.

_ 3. UDP Scan: Unlike TCP, UDP (User Datagram Protocol) is a connectionless protocol that

does not require connection establishment. UDP scanning involves transmitting UDP

L 2 packets to the target ports and examining the responses. If the port responds with an

: ICMP "port unreachable" message or does not respond at all, it indicates that the port is

¢ closed. If a response is received, further analysis is necessary to determine whether the

;[ port is open or filtered. :

| 4. FIN Scan: This technique involves dispatching packets with the FIN flag set to the target

| : ports. If the port is closed, it should respond with a TCP RST packet. However, if the port

is open, it silently discards the packet, resulting in no response. The FIN Scan can be
employed to avoid detection, as closed ports typically generate an RST packet in
se. .

Scan: Similar to the FIN Scan, the XMAS Scan sends packets with the FIN,

nd URG flags set. The scanning tool anticipates response behavior akin to the FIN

shere closed ports respond with a RST packet, while open ports remain
ve. : '

ican: In a NULL Scan, the scanning tool dispatches packets with no flags set

' to the target ports. If the port is closed, it should respond with a TCP

owever, if the port is open, it silently discards the packet, resulting in no
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 responses f:id in determining the status of the target ports. This
-detecllqn since the idle host serves as a proxy.

sction of port scanning techniques. Each technique possesses
_gelﬁc use cases. It is crucial to note that port scanning
r networks with proper authorization and for legitimate




' PROTECTING AGAINST MALICIOUS PORT SCANNING
J To safeguard against malicious port scanning, it is essential to employ a range of security

measures. The following recommendations outline effective protections:

I 1. Firewalls: Deploy firewalls to filter incoming and outgoing network traffic. Customize
| firewall configurations to block or restrict access to unnecessary ports and services,
permitting only essential ports for authorized commu nication. Intrusion

) : Detection/Prevention Systems (IDS/IPS): Implement IDS/IPS solutions to monitor
network traffic and identify potential port scanning attempts. These systems employ
) : pattern recognition and signature analysis to detect port scanning activities, triggering
) alerts or automatically blocking offending IP addresses.
2. Port Filtering: Utilize port filtering mechanisms to explicitly allow or deny access to
] : specific ports based on their necessity. By blocking access to unused or unnecessary

ports, you reduce the attack surface and mitigate risks associated with port scanning.

i 3. Network Monitoring: Employ network monitoring tools to continuously oversee

- network traffic and identify any anomalous or suspicious behavior. Close scrutiny of

i network activity enables the detection of potential port scanning attempts, facilitating

appropriate actions.

] ; 4. Regular Patching and Updates: Keep systems and applications up to date by promptly

|’ ) ) applying the latest patches and security updates. Regular patching addresses known

; j - vulnerabilities, diminishing the likelihood of exploitation through port scanning.

] _ 5. Intrusion Prevention Best Practices: Adhere to intrusion prevention best practices,

' including disabling unnecessary services, utilizing strong and unique passwords,
implementing access controls, and employing encryption where appropriate.

] 6. Network Segmen tation: Implement network segmentation by dividing the network into

' ' sepa:atc subnets or VLANS. This approach confines potential breaches and minimizes the
. pag:t of port scanning activities, as attackers would need to navigate additional security
" boundaries to access critical systems or information.

Limiting: Enforce rate limiting techniques to restrict the number of connection

ts from a single P address within a defined time frame.

ntrusion Response and Incident Handling: Establish an incident response plan to

y address and mitigate security incidents, including port scanning activities.
wareness and Training: Educate employees and users about the risks

ith port scanning and emphasize the importance of adhering to security best
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Month | Date Daily Progress Details
Jan. Today was the first day of my internship project on port
2023 23/01/23- scanning. I had an introductory session where I learned about

the importance of network security and the role of port
scanning in identifying vulnerabilities. I also familiarized
myself with the tools and techniques we will be using
throughout the project.
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I spent the day diving deeper into the concept of port scanning.
31/01/2023 I studied different types of scans, such as TCP, UDP, SYN, and
ACK scans, and their respective purposes. I also learned about
the advantages and limitations of each scan type.
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Feb.

2023

01/02/23

08/02/23

14/02/23

20/02/23

25/02/23

erience with Nmap, one of the most

Today, I got hands-on exp
racticed using various Nmap

popular port scanning tools. I p
commands to perform scans on test systems and analyze the

results. It was exciting to see how easily I could identify open
ports and services running on those systems.

d its advanced features. I

tealth scanning and

tract valuable information
d configurations,

[ continued exploring Nmap an
focused on scanning techniques like s
banner grabbing. I learned how to ex
from banners, such as software versions an
which can aid in vulnerability assessment.

To solidify my understanding of port scanning, I conducted a2
series of practical exercises. I scanned a simulated network
environment, documented the open ports, and analyzed the
associated services. This exercise helped me gain confidence in

my scanning abilities.

ng of the second month of my

d by learning about other port
I compared their

Today marked the beginni
internship project. I starte
scanning tools, such as hping and masscan.
features, command structures, and use cases.

a versatile command-line tool for

port scanning and network testing. I practiced crafting custom
packets, specifying fiags, and using different scan techniques. I

I focused on mastering hping,

found hping to be a powerful tool for crafﬁng_specia]ized scans.

March
2023

1/03/23

7/03/23

11/03/23

In today's session, I explored masscan, a high-speed port

nner. I learned how to optimize scan settings for maximum
large-scale network scanning.
mazed

sca
efficiency and how to deal with
Masscan's ability to scan thousands of hosts per second a

me.

I had the opportunity to work on a simulated network
penetration testing exercise. I applied my knowledge of port
scanning tools and techniques to identify vulnerabilities and
assess the security of the target network. It was a challenging

yet rewarding experience.

To broaden my understanding, I researched and studied real-
world port scanning case studies. I analyzed notable security
incidents where port scanning played a crucial role in detecting
vulnerabilities or identifying malicious activities. It was eye-
opening to see the impact of port scanning in practical

scenarios.
As I entered the third month of my internship, I shifted my |
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17/03/23 focus towards analyzing and Interpreting scan results. I learned
about common port numbers and associated services, allowing
me to quickly identify potential vulnerabilities or
misconfigurations based on the scan output.

I had a session on the legal and ethical considerations

21/03/23 surrounding port scanning. I learned about the importance of
obtaining proper authorization, respecting privacy, and
complying with relevant laws and regulations. Responsible
disclosure practices were emphasized to ensure ethical scanning
practices.

April Today, I worked on a collaborative project with my fellow
2022 1/04/23 interns. We formed teams and conducted comprehensive scans
on a shared network environment. We analyzed the combined
results and prepared a report summarizing the vulnerabilities
and recommended mitigation strategies.

I had the opportunity to attend a guest lecture by a professional
9/04/23 penetration tester who shared their experiences and insights. It
was inspiring to hear about their real-world engagements and
the role that port scanning played in their assessments.

To further enhance my skills, I started exploring scripting and
14/04/23 automation for port scanning. I learned about scripting
languages like Python and how to leverage them to develop
custom port scanning scripts. Automation would help
streamline repetitive tasks in future projects.

As the final month began, I revisited the fundamentals of port

22/04/23 scanning to ensure a solid foundation. I reviewed different scan
types, tools, and techniques, reinforcing my knowledge gained
over the past few months.

I conducted a research project on emerging port scanning

26/04/23

trends and technologies. I explored topics like stealth scanning,
evasion techniques, and the use of machine learning in port
scanning detection. It was exciting to learn about the evolving
landscape of port scanning.

ddéeeeedvevyryYYyrrrr vy v T T T T 7
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May
2023

1/05/23

10/05/23

16/05/23

Incollaborationwiththesecurityteam,Iconducteda network-
widolmrtscanommmrganization'sinfrastruclure.’l‘hereaults
provided valuable insights into potential security weaknesses
and aided in strengthening our network's defenses.

Ipreparedapresentationsum marizingmyinternshipproject on
port scanning. I included key learnings, experiences, and
notable findings. I was eager to share my knowledge and the
impact port scanning can have on network security.

Today marked the end of my internship project on port
scanning. I presented my findings to the team and received

valuablefeedback.lexpressedmygratitudefortheopportunity to
work on such an engaging and impactful project./

Laxmi Shrivastava,
Associate Professor

Named&SignatureoflnstituteMentor
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