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EXECUTIVE SUMMARY

This executive summary encapsulates the enriching experience and contributions made during
my internship at Matrecomm, a dynamic startup specializing in network solutions. The
internship spanned a period of October 2023 to April 2024, during my tenure, | received
compensation of 18k per month while actively contributing to the company's innovative
endeavors, enhancing network functionalities and contributing to Matrecomm's innovative
initiatives.

The summary begins with a declaration affirming the authenticity and originality of the work
presented in the report, followed by a plagiarism check certificate to ensure the integrity of the
content. It further provides a concise overview of the internship report's structure and key
components, including the executive summary, acknowledgment section, certificate of

internship, content layout, and chapters detailing the internship journey.

During my internship, I assumed the role of a Software Development Intern, engaging in both
frontend and backend tasks to support Matrecomm's mission of revolutionizing network
infrastructures. On the frontend, | was involved in editing and deleting data using RPC [1]
calls, optimizing data management processes, and enhancing user experience. The technologies
utilized included MongoDB [2], REST [3] api and the MERN [4] stack, ensuring robust and

efficient frontend operations.

On the backend, | collaborated with routers like 6Wind [5], Juniper [6], and Huawei [7],
developing functions to receive parameters and execute tasks seamlessly. Leveraging the
POCO [8] library and Matrecomm's proprietary CWorld [9] library, | facilitated efficient router

configurations and network management solutions.




Key responsibilities and achievements during the internship included:

e Conducting research on cloud networking trends and technologies, contributing
valuable insights to project strategies.

e Designing and implementing software modules to facilitate migration of networks to
the cloud, enhancing scalability and performance.

e Collaborating with cross-functional teams to troubleshoot network issues and ensure
reliable network connectivity for clients.

e Participating in brainstorming sessions and contributing innovative ideas for product

enhancements and technological innovations.

The learning outcomes from the internship encompassed technical skills in network
programming, cloud computing, software development methodologies, and agile practices.
Challenges encountered were addressed through perseverance and collaboration, enhancing

problem-solving abilities and adaptability to new technologies.

The executive summary concludes with expressions of gratitude in the acknowledgment
section to all individuals and entities who supported and guided throughout the internship
journey. The certificate of internship validates the successful completion of the internship

program, highlighting the duration, role, and responsibilities undertaken.

In conclusion, the internship at Matrecomm was a rewarding and insightful experience,
providing opportunities to contribute to innovative network solutions, enhance skills, and gain
practical knowledge in network management and software development within a dynamic

startup environment.
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ACRONYMS

Acronym Full Form

QoS Quality of Service

NAT Network Address Translation
VLAN Virtual Local Area Network
VPN Virtual Private Network

IKE Internet Key Exchange

OSPF Open Shortest Path First
BGP Border Gateway Protocol
JSON JavaScript Object Notation
HTML Hypertext Markup Language
CsSs Cascading Style Shests

CLI Command Line Interface

GUI Graphical User Interface
RPC Remote Procedure Call

WAN Wide Area Network

MPLS Multipretocol Label Switching
IPv6 Internet Protocol version 6
IPv4 Internet Protocol version 4
S5L Secure Sockets Layer

IPsec Internet Protocol Security
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CHAPTER 1: INTRODUCTION

Matrecomm is a dynamic and innovative technology company at the forefront of
revolutionizing network solutions and digital transformation in the telecom industry. Founded
with a vision to bridge the gap between traditional networking infrastructures and modern
cloud-based solutions, Matrecomm has established itself as a key player in enabling businesses
to navigate the complexities of digital evolution with ease and efficiency. At the heart of
Matrecomm's mission is a deep commitment to leveraging cutting-edge technologies and
strategic insights to empower telecom providers and enterprises in optimizing their network
operations, enhancing service delivery, and embracing the opportunities presented by the

digital era.
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Figure 1 - MatreComm

Core Services and Offerings
Matrecomm's core services and offerings encompass a wide spectrum of solutions tailored to

meet the diverse needs of its clients:

e CraftWorld Automation Tools: Matrecomm's flagship automation software,
CraftWorld, streamlines network service management for telecom providers, offering
robust functionalities to automate tasks, optimize workflows, and enhance operational

efficiency.




Consulting Expertise: Matrecomm's team of seasoned consultants provides strategic
guidance and advisory services to businesses embarking on digital transformation
journeys. From developing comprehensive transformation strategies to implementing
best practices, Matrecomm's consulting expertise is pivotal in driving organizational
success.

Software Development Solutions: With a focus on innovation and agility, Matrecomm
develops customized software solutions that address specific challenges and
opportunities within the telecom industry. From network optimization tools to customer
experience management platforms, Matrecomm's software development capabilities

are geared towards driving tangible business outcomes.

Technological Expertise

Matrecomm's technological prowess is evident in its proficiency across a range of cutting-edge

technologies and frameworks:

Network Automation: Leveraging automation technologies, Matrecomm empowers
organizations to automate routine network tasks, reduce manual intervention, and
accelerate time-to-market for new services. By implementing automated processes,
Matrecomm enables seamless configuration management, network provisioning, and
performance optimization, thereby enhancing operational efficiency and agility for its

clients.
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Figure 2 — MatreComm Snapshot

Clientele and Partnerships

Over the years, Matrecomm has built strong partnerships and collaborations with leading
telecom providers, enterprises, and technology partners globally. Its diverse clientele spans
across industries, showcasing its ability to cater to a wide range of business needs and
requirements. Notable clients include prominent Internet Service Providers (ISPs) like Airtel
and Vodafone, as well as telecom companies such as Infynix and HFCL. These partnerships
reflect Matrecomm's commitment to delivering innovative network automation solutions and
digital enablement to industry leaders, further solidifying its position as a trusted partner in the

telecom industry.

Through continuous innovation and strategic partnerships, Matrecomm continues to set new
benchmarks in the realm of network automation, paving the way for enhanced scalability,

reliability, and performance for its clients.




CHAPTER 2: LITERATURE SURVEY

Matrecomm revolutionizes network and router management by offering a cloud-based solution
that consolidates all tasks into a single, accessible interface. This eliminates the need for
multiple tools and allows administrators to manage their network infrastructure from anywhere.
The cloud technology provides flexibility, scalability, and liberation from physical limitations.
Matrecomm's platform simplifies tasks that once required hours of manual work, enhancing
security and resilience through robust encryption and redundant infrastructure. Additionally, it
employs automation and Al to continuously optimize network performance, ensuring
efficiency and preparing organizations for future challenges. Overall, Matrecomm provides
unprecedented convenience, security, and efficiency in network management.

Below is the detailed description of the key terms and technologies used in the report. These
terms are integral to understanding the technological framework and methodologies applied
during the internship at Matrecomm:

1. RPC: Remote Procedure Call (RPC) allows a program to request a service from a
program located on another computer in a network, facilitating communication between
different systems.

2. MongoDB: A NoSQL database known for its high performance, scalability, and
flexibility, allowing for the storage and retrieval of large volumes of unstructured data.

3. REST API: Representational State Transfer (REST) API is an architectural style for
designing networked applications, using HT TP requests to access and manipulate data.

4. MERN Stack: A full-stack development framework consisting of MongoDB,
Express.js, React.js, and Node.js, used for building robust web applications.

5. 6Wind: A networking software company that provides high-performance network
solutions, including routers, for improved data traffic management.

6. Juniper: A provider of networking hardware and software, including routers and
switches, known for its reliable and scalable solutions for enterprises and service
providers.

7. Huawei: A global technology company offering a range of networking equipment,
including routers and switches, with a focus on innovative and efficient network
solutions.

8. POCO: The C++ Portable Components (POCO) library is a collection of C++ class
libraries that simplify the development of network-centric and cross-platform
applications.

9. CWorld: Matrecomm's proprietary library used for backend development, providing
specialized functions and tools for managing network devices and automating network
tasks.




CHAPTER 3: 6WIND ROUTER

6WIND is a technology company specializing in high-performance networking solutions. They
offer innovative software solutions and services aimed at optimizing network performance,
scalability, and agility, particularly in data center and cloud environments. 6WIND's products
are known for their ability to accelerate packet processing, improve network efficiency, and
support advanced networking functionalities.
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Figure 3 - 6Wind

6WIND routers are part of the company's portfolio of networking solutions. These routers are
designed to provide advanced networking capabilities, including high-speed packet processing,
flexible routing configurations, and support for virtualized network functions. They are tailored
to meet the evolving demands of modern networks, offering scalability, reliability, and
performance optimization features.

The decision to use NETCONF CLI for automation was likely driven by its advantages in
network configuration and management. NETCONF (Network Configuration Protocol) is a
standardized protocol used for configuring network devices and managing network operations.
It provides a programmatic interface for automating configuration tasks, monitoring network
devices, and performing management operations.

By utilizing NETCONF CLI, automation tasks can be streamlined and executed efficiently.
The CLI (Command-Line Interface) aspect of NETCONF allows administrators to interact with
network devices using a command-line interface, enabling them to automate repetitive tasks,
deploy configurations across multiple devices, and maintain consistency in network
configurations. This approach enhances network agility, reduces manual errors, and improves
overall operational efficiency in managing network infrastructure.
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Before implementing the functions described below, thorough testing and validation were
conducted in development environments. The configuration changes were initially tested in
simulated environments to detect and resolve any potential errors or inconsistencies. This
rigorous testing process ensured that the backend infrastructure was ready and optimized for
seamless connectivity with the frontend components. Only after thorough testing and error
resolution, the backend systems were deemed ready to connect with the frontend interfaces for
operational deployment.




Category

Network

Configuration

Functions

changeHostName, setlLicense,

setPhysicallnterfacelL3Vrf, setTunnel, setVlaninterface

Description

Manage hostname, licensing,

physical interfaces, tunnels, and

VLANs
QoS createQoSPolicylUsingSelectors, Create QoS policies, policers,
Configuration createQoSCreatePolicer, setQoSShaper, shapers, and class configurations
createQoSClass
NAT setCGNATStaticSNAT44, setCGNATDynamicSNATE4, Configure NAT rules and
Configuration setSourceNAT, setNATDestinationRule mappings

Security and createGroupForFirewall, setVPNvpnhg, Setup firewall, VPN, IKE policies,

VPN setlKEIKEPolicyTemplate, enablelSIS, setOSPF, setBGP ISIS, OSPF, and BGP
configurations

Routing and createRouteMap, createStaticRoute, Create routing maps, static

Protocols setPolicyBasedRouting, enablelSIS, setOSPF, setBGP routes, routing policies, and

protocols

Table 1:6Wind List of Important Functions

This table provides a quick overview of the main functions in each category without delving
into detailed descriptions. It should help readers grasp the scope of your work in network
configuration, QoS, NAT, security, VPN, and routing protocols.




CHAPTER 4: JUNIPER ROUTER

Juniper Networks is a leading provider of networking solutions, known for its high-
performance routers that cater to a wide range of networking requirements. Juniper routers are
designed to deliver reliability, scalability, and security, making them a popular choice for
enterprises, service providers, and data centers.

JUNIPE

NETWORKS

Figure 6 - Juniper

=
i

| found working with Juniper's CLI commands quite challenging. You have to first unlock the
configuration to make changes, then carefully edit the settings, lock them back to prevent
accidental modifications, and finally commit the changes to make them permanent. This
process requires precision and attention to detail because any mistake can lead to configuration
errors or unintended network disruptions. Additionally, Juniper's resources, while powerful,
are not always readily available, which adds another layer of complexity to the task.

Configuration Management

Function Description

lock(jsen params, json& response); Locks the configuration for editing.

commit(json params, json& response); Commits the changes made to the configuration.
unlock(json params, json& response); Unlocks the configuration for further editing.

Table 2 :Juniper Configuration Management
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Configuration

Management

lock, commit, unlock

configGRE, configW/LAN

configsTyI,
configCGNAT

configStaticRoute,
configAT

configOSPFv3,
configVVPNGateway

MNetwork Interface
Configuration

Physical Interface,

Hostname

Firewall Settings,

VELAN Setup

VLAN Interface,
Bridge Settings

Loopback Setup,
Static Routes

|PvE Configuration,
DHCP Server

Security and Authentication

CHAP Secret, Server-Initiated
Megetiation, Loopback Clear
Timer

BGP Peering, BGP Policy Options
BGP Authentication, BGP Peers

IKE Policies, IPsec Settings

SNMP LLDP Configurations

Table 3 - Juniper Function Description

Routing and Protocol
Configuration

BGP Configuration,
OSPF Settings

OSPF Configuration,
Route Maps

BFD in OSPF, Route-
Based WVPNs

IPvd Over IPvd
Tunneling, DHCPv4

VRERP, IP Netwerking
Settings

This table provides a quick overview of the main functions in each category without delving
into detailed descriptions.




CHAPTER 5: HUAWEI ROUTER

Huawei routers are renowned for their robust performance and advanced configuration
capabilities. With Huawei routers, network administrators can access a wide range of features,
including efficient routing protocols, secure VPN configurations, Quality of Service (QoS)
management, and sophisticated network address translation (NAT) options. What sets Huawei
routers apart is their intuitive user interface and comprehensive documentation, making
configuration tasks streamlined and accessible even for complex network setups. The reliability
and versatility of Huawei routers make them a preferred choice for businesses and
organizations seeking high-performance networking solutions.

)
HUAWEI

Figure 9 - Huawei

In the enterprise sector, Huawei's routers are designed to meet the demanding requirements of
medium to large businesses. They offer advanced features such as high-speed connectivity,
multiple WAN interfaces, Quality of Service (QoS) controls, Virtual Private Network (VPN)
support, and integrated security mechanisms. These routers ensure secure and efficient network
operations, essential for business continuity and productivity.
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CONFIGURING PNP VLAN
Function
setPnPVLAN

setDeletePnPVLAN

Description
Configures PnP VLAN

Deletes PnP VLAM.

Table 4 - Configuring PNP VLan

PORT MANAGEMENT

Function
setBasicAttribute
setQuerylnterfaceStatus
setEnablePortlsclation

setEnablelPSGOnNInterface

Description

Sets basic attributes.
Queries interface status.
Enables port isolation.

Enables IPSG on interface.

setConfiguringInternalLoopbackDetectionOninterface Configures internal loopback detection
Table 5 - Port Management
MTU MANAGEMENT
Function Description

setConfiguringMTUForlPv4Traffic

zetConfiguringMTUFor| PvETraffic

Table 6 -

MAC ADDRESS MANAGEMENT

Function
setQueryingMACAddressTable
setConfiguringStaticMACAddressEntry

setDeleteConfiguringStaticMACAddressEntry

Configures MTU far IPv4 traffic.

Configures MTU for IPvE traffic.

Port Management

Description
Queries MAC address table.
Configures static MAC address entry.

Deletes static MAC address entry.

Table 7 - MAC Address Management

In data center environments, Huawei's routers are tailored for high-performance computing,
low-latency networking, virtualization support, and cloud integration. These routers play a
crucial role in creating agile and scalable data center networks, essential for modern cloud-

based applications and services.

Key features across Huawei routers include high-speed interfaces, wireless capabilities,
advanced routing protocols, robust security measures, Quality of Service controls, and
centralized management interfaces. These features ensure that Huawei routers meet the diverse
networking needs of users across different sectors, backed by comprehensive support and

maintenance services.

13



CHAPTER 6: CRAFT UNIFY

During my internship at Matrecomm, | had the opportunity to work extensively with their
flagship platform, Craft Unify. Craft Unify stands out as their main platform, meticulously
designed to cater to diverse human needs within the networking domain. What makes Craft
Unify truly exceptional is its ability to seamlessly integrate cutting-edge technologies and adapt
to the unique requirements of different users. As part of my responsibilities, | was deeply
involved in enhancing the platform's functionality, particularly in areas related to data
management.
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Figure 12 - Craft Unify Website

The edit and delete functionalities involved creating user-friendly interfaces in the frontend,
allowing users to interact with and modify data elements such as network configurations,
policies, and device settings. Leveraging technologies like React and other frontend
frameworks, | designed intuitive interfaces that enabled users to edit existing data entries or
delete redundant ones with ease.

To ensure smooth communication between the frontend and backend systems, | integrated
Remote Procedure Call (RPC) mechanisms into the implementation. RPC calls were utilized
to transmit user actions and data modifications initiated in the frontend to the backend servers.
This architecture facilitated real-time data synchronization and seamless execution of edit and
delete operations across the Craft Unify platform.
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CHAPTER 7: CONCLUSION

During my internship at Matrecomm, | embarked on a journey of continuous learning and skill
development, gaining invaluable insights and hands-on experience in various aspects of
software development and network management. | honed my proficiency in frontend
development, exposed to technologies like React and frontend frameworks to create intuitive

user interfaces and enhance user experiences.

On the backend side, | delved into the intricacies of network automation and backend
development, working with technologies such as the POCO library and MatreComm's
proprietary CWorld library. This exposure allowed me to grasp the complexities of backend

systems, including data handling, API integration, and server-side operations.

Moreover, my internship experience provided me with valuable insights into network
management platforms and their real-world applications, particularly in the context of network
automation, cloud integration, and network security. I learned how to tailor software solutions
to meet specific business needs, customize functionalities, and optimize performance for

enhanced user satisfaction.

Overall, my internship journey at Matrecomm was a transformative learning experience,
equipping me with a diverse skill set encompassing frontend and backend development,
network automation, API integration, and user-centric design principles. These learnings have
not only enhanced my technical capabilities but also instilled in me a deep appreciation for the

dynamic and evolving field of software engineering and network management.
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ANNEXURE-1
LEARNING OUTCOMES

During my internship at Matrecomm, | had the opportunity to immerse myself in a dynamic
and innovative environment, where | gained valuable hands-on experience. Receiving a
monthly stipend of 18Kk, I was able to fully focus on developing my skills and contributing to
various projects. My time at Matrecomm provided me with the following key learnings and

experiences:

1. Diverse SKill Set: Acquired skills in frontend, backend (POCO,Netconf CWorld),
and network automation with routers (6Wind, Juniper, Huawei).

2. Technical Proficiency: Developed expertise in web development, API integration,

database management, and network automation.

3. Industry Relevance: Gained practical experience in telecom technology, digital

transformation strategies, and software solutions for businesses.

4. Problem-Solving: Enhanced problem-solving abilities through complex project

tasks and handling network configurations.

5. Competitive Advantage: Positioned for roles in Full-Stack Development, Backend
Engineering, Network Management, and tech consulting.

6. Career Growth: Prepared for challenges in dynamic tech environments, offering

scalability and adaptability in career progression.

7. Professional Network: Expanded network with industry professionals, mentors,

and peers for future collaboration and opportunities.
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ANNEXURE-2
DAILY DIARY

Duration

Month Start date — End date Progress of Internship/ Project
(DDIMMIYY) - (DD/MM/YY)

Month - 1 | 01/01/24-31/01/24 Worked for developing Functions of 6WIND
Month - 2 | 01/02/24-29/02/24 Worked for developing Functions of Juniper
Month - 3 | 01/03/24-31/03/24 Worked for Edits and Delete for Craft Unify
Month - 4 | 01/04/24-30/04/24 Worked for developing Functions of Huawie
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